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Abstract

This document is outlining some of the challenges faced in distributed computing
in relation to a distributed web crawler. Different distribution scenarios are de-
scribed and an implementation solution is presented which bases itself on mobile
software agents using the open source software agent framework, JADE. The doc-
ument also addresses the issues concerning resource connections in a distributed
environment and how this can be solved for a distributed crawler.
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Chapter 1

Introduction

Being able to make order in the vast amounts of information available on the in-
ternet today is an area of business occupied by more and more companies. It’s an
area of great potential and great success, if you have the correct tools to aid you.

Integrasco A/S is a company performing Word of Mouth analysis on the web
by processing and analyzing discussion forums and newsgroups. Having state of
the art crawling and searching technology specialized on online discussion boards,
newsgroups and blogs is crucial to their business.

This project looks into the issues and challenges Integrasco faces when it comes
to distributing their crawler and search processes. Integrasco’s new crawling and
search engine which is currently in development is based on the JADE framework
which is an open source framework for writing and executing software agents. This
project will base itself on this framework and see how the agent mobility feature
implemented there can be used to realize the distribution model Integrasco wishes.



Chapter 2

Problem description

A distributed crawler introduces challenges in many areas, one of them being the
one we are looking into in this project; how to maintain a connection, or refer-
ence, to data sources which is constantly in use by the distributed components of
the crawler. These distributed components may move over time, causing resource
connections in one context to be invalid in the target context, where the component
is moving to.

This project will address those problems in relation to mobile agents'. A solu-
tion for defining distribution patterns is to be developed and a solution for resource
connection management is to be implemented with the solution for distributing
mobile agents.

2.1 Goals
The goals for this project is:

e Discuss available solutions for maintaining references to resources in an en-
vironment with mobile agents.

e Discuss different solutions for distribution patterns for mobile agents.

e Develop a prototype with one distribution pattern implemented.

"Mobile agents are special software applications which is able to move between application con-
tainers on the same host or even different hosts. See section 3.1.2 for a more detailed description.



Chapter 3

Background

3.1 JADE - Agent Framework

Java Agent DEvelopment (JADE) is a Java framework for development and execu-
tion of software agents[1]. The JADE framework is middleware, which complies
with the FIPA specifications, simplifying the development of software agents and
multi-agent systems (MAS).

The framework contains several tools and utilities both for aiding agent devel-
opment and for use when executing the software agents.

One of the features of the framework which is very relevant for this project is
the agent mobility support; enabling agents to move from one location to another.

3.1.1 JADE agent platform architecture

The JADE agent platform is composed of agent containers. These agent contain-
ers are each a single Java Virtual Machine (JVM) where agents may be executed.
Several of these agent containers may be connected to expand the borders of the
agent platform. An agent platform is a rather abstract concept, as there is no visi-
ble boundaries for this except for the containers that make up the platform. Figure
3.1.1 shows the architecture of an agent platform containing three containers.

What is important to notice is the main container. Every agent platform has
a main container which is the control centre of the platform. The first container
started is always the main container and other containers added to the platform
later are called containers, or sub-containers.

The main container contains a few special agents:
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Figure 3.1: JADE container/platform structure
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Agent Management System (AMS) is an agent which is managing the whole
platform.

Directory Facilitator (DF) is the yellow pages” service of a JADE agent plat-
form. Any agent may register it’s services here and other agents may perform
searches to locate agents offering services they are in need of.

3.1.2 Agent mobility

Agent mobility (mobile agents) is a feature enabling software agents to move from
one location to another.

In JADE this is implemented by using Java serialization. The agent is serialized
to a JAR file, sent to the target location (an agent container) and deserialized and
reinitialized.

Serialization of a resource reference, such as an open file or database connec-
tion, is difficult and in most cases impossible. Therefore agent mobility introduces
a series of challenges when it comes to cooperation with other services than FIPA
compliant agents'.

"Because communication between agents are done using messages whose format conforms to the
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Section 3.2 outlines the resource types relevant to this project.

3.2 Resource management

Resources used by application components comes in many forms. In this project
we have looked at the ones that are relevant to our employer’s system. These are
database connections and Web Services.

This section will outline the two different technologies and chapter 4 will go
more into detail why one technology is chosen over the other for our implementa-
tion.

3.2.1 JDBC connections and Hibernate

Hibernate is a object/relational persistence and query framework for Java[3]. The
idea behind Hibernate is to create an abstraction between the data layer and busi-
ness layer in your application by providing means of mapping database tables to
Java objects.

Hibernate is an important component of the systems developed at Integrasco
and we will therefore look at challenges and complications that occur when using
such a framework together with distributed components.

Hibernate is based on the Java Database Connectivity API (JDBC), but it more
or less hides this from the user. By using so called mapping documents Hibernate
is able to map standard Java objects to database tables and records and enabling the
user to perform queries on Java objects instead of doing this directly at the database
tables.

JDBC is an API for Java defining how Java clients may access databases[4].
There are implementations created by most database providers today. The MySQL
Connector/J? is an example of a JDBC implementation.

A small example of a query, first in SQL, then in Hibernate Query Language
(HQL):

SELECT * FROM table;

With the table table mapped to the Java class Table the query would be
this:

FIPA standard and is sent using a push-pattern, the location of the agents does not have any effect on
how communication is done.

*More detailed information on MySQL JDBC connector is available from this site:
http://dev.mysql.com/doc/refman/5.0/en/java-connector.html
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from Table;

where the fields from the database table would be accessible via getter and
setter methods on the Java object.

Querying for many-to-many or many-to-one relations is also handled by Hi-
bernate and requires little or no coding by the user ones the mapping document is
set up correctly.

3.2.2 Web services

According to the W3C[5] a Web service is a software system designed to support
interoperable machine-to-machine interaction over a network. It has an interface
described in a machine-processable format (specifically WSDL). Other systems in-
teract with the Web service in a manner prescribed by its description using SOAP
messages, typically conveyed using HTTP with an XML serialization in conjunc-
tion with other Web-related standards. A Web services range of application is great.
Today it is widely used by for example web shops. It is among other things used to
create so called price guides, that makes it easier for people to localize the cheapest
price of a product. It also gives a better overview of which web shops has a product
available or not.

Web service can also be used when deploying Ajax[6] and is an important
factor in SOA[7]. Here is a list of companies that provide open public web services:

e Amazon.com - Search Products, Product Information, Cart System, Wish
List

e eBay - Auction Search, Bidding, Auction Creation
e Google - In Beta - Web Search, Maps

e Yahoo! - Maps, Traffic

e FedEx -Tracking

e PayPal - Payment System

e Mappoint - Maps

e MSN - Virtual Earth

e Flickr - Photo

e Interfax

e cddb
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e Livejournal Blogger.com

e Xignite - Financial market data
e Last.fm

e MusicBrainz - Music Metadata

e Strikelron - Address Verification, Sales Tax, SMS, Geocode, Yellow Pages,
etc.

Advantages of Web services:

e Web services provide interoperability between various software applications
running on disparate platforms. Web services use open standards and pro-
tocols. Protocols and data formats are text-based where possible, making it
easy for developers to comprehend. The reason for this is so that the two
nodes communicating don’t need to know everything about each other, they
just need to know how to communicate since there is a standard defined for
the communication.

e By utilizing HTTP, web services can work through many common firewall
security measures without requiring changes to the firewall filtering rules.
Other forms of RPC may more often be blocked.

e Web services allow software and services from different companies and lo-
cations to be combined easily to provide an integrated service.

e Web services allow the reuse of services and components within an infras-
tructure.

e Web services are loosely coupled thereby facilitating a distributed approach
to application integration.

Disadvantages of Web Services:

e Web services standards features such as transactions are currently nonexis-
tent or still in their infancy compared to more mature distributed computing
open standards such as CORBA. This is likely to be a temporary disadvan-
tage as most vendors have committed to the OASIS standards to implement
the Quality of Service aspects of their products.

e Web services may suffer from poor performance compared to other dis-
tributed computing approaches such as RMI, CORBA, or DCOM. This is a
common trade-off when choosing text-based formats. XML explicitly does
not count among its design goals either conciseness of encoding or efficiency

10
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of parsing. This could change with the XML Infoset standard, which de-
scribes XML-based Tanguages in terms of abstractions (elements, attributes,
logical nesting). The traditional angle-bracket representation is now seen as
an or Unicode) serialisation of XML, not XML itself. In this model,
binary serialisation is an equally valid alternative. Binary representations
such as SOAP MTOM promise to improve the wire efficiency of XML mes-
saging.

3.3 Distribution methods

By using agent mobility Integrasco want to achieve a distributed crawler where the
crawler-nodes of the system are able to move about in different ways. There may
be a predefined pattern, or the agents have to take decisions themselves regarding
where to move next.

For this project we will develop a solution for implementing and configuring
such distribution patterns and we will implement a simple pattern to demonstrate
the functionality.

Mobile agents has become increasingly popular over the last years and are
being introduced in many new areas[8]. On the topic of more dynamic distribu-
tion methods for mobile agents - making agents move around themselves based
on events in the environment around them - the available papers and documents
are very limited. UbiCrawler[9] documents distribution to some extent, but this is
more related to distribution of the actual work load than actual distribution of the
agents themselves.

The distribution patterns may be based on many scenarios, some which are
described in the following sections.

3.3.1 Load balancing

Most application servers today provide a load balancing feature; enabling appli-
cations to be replicated over several hosts in order to process more traffic than a
single instance of the application could handle. A distribution pattern for software
agents that would be highly interesting for the project employer would be to in-
tegrate this load balancing with agent mobility; enabling the agents to move to
different locations based on the load on the locations.

Due to the extent of this distribution pattern it will not be considered for im-
plementation during this project.

11
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3.3.2 Random distribution

One of the main concerns for companies like Integrasco is the impact that the
crawlers has on the target sources when it comes to resource consumption. To be
able to provide close to real time reporting a high crawling frequency is required.
All this processing traffic emerging from one single IP address quickly results in
automatic filters to block this address and stopping the crawlers from accessing the
data.

A random distribution pattern would result in the crawler agents constantly
moving around between agent containers located on different hosts around the
world. This would result in the crawler IP addresses to be “concealed” further
down in the target host’s logs.

Since all agents executing on an agent platform is aware of each other, it can
easily be prevented that all agents suddenly resides on the same host which could
cause load problems.

3.3.3 Geographical distribution

A distribution method for software agents which could be used in order to limit
communication delays would be to distribute the crawler agents based on the geo-
graphical location of the target sources that they are set to process.

By strategically placing agent containers on servers in different parts of the
world, agents can be moved to the container which is located near the source before
processing it. This can limit the communication delays between the crawler agent
and the source. On the other side it can introduce communication delays between
the crawler and the data layer, where the processed data is stored. A solution to this
could be to use a distributed data layer, with replicated databases near each agent
container.

12



Chapter 4

Solution

This project focuses on finding a way to easily implement distribution patterns
by using the existing agent mobility functionality provided by the JADE frame-
work. We will also outline the best way to handle resource management in a
distributed environment like the one you get with a distributed crawler based on
software agents.

There are several other crawler projects who have used a similar approach to
the one Integrasco has taken. UbiCrawler [10] seems to be the closest alternative to
the crawler created by Integrasco in the way that it uses software agents to distribute
the crawling components. Several parallels can also be drawn to the way Google’s
systems work [11] when it comes to the idea of URL server, store servers and
indexers.

4.1 Requirements

The requirements for our implementation, as stated in previous chapters, are out-
lined more clearly here:

I. Implement a way to define distribution patterns for software agents. An
option could be to implement this as agent behaviours which can easily be
attached to existing agents.

2. Distribution pattern must not interfere with the agent’s main objectives. Any
agent movement should only happen while the agent is idle (i.e. between the
processing of two URISs).

3. As little time as possible should be spent reconnecting to resources (e.g.
database connections).
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Figure 4.1: Implementation design
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4.2 Design

4.2.1 Software API

Our solution will include an API for distributing agents in a more structured man-
ner, by using the already implemented agent mobility in JADE. The API will con-
sist of a base class DistributableAgent which can be extended in order to append a
distribution behaviour to the agent.

There will also be a configuration format which will be used by the DistributableAgent.
This configuration will contain information about what class should be used to add
distribution capabilities and other parameters related to the distribution behaviour.

The layout of the APl is described in figure 4.2.1. The classes Agent, Behaviour
and TickerBehaviour are provided by the JADE framework.

4.2.2 Demonstration components
A demonstration and testing project will be created which will contain a crawler

agent and a web service which operates as the URL and storage server for our
project.

14
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Figure 4.2: Database tables for the crawler tests
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The database consists of two tables, links and CrawlerData. The first table, ”links”,
is a list of the links that the crawler(s) are to crawl through. The table has a primary
key (I1ID), a string that contains the URL (lenke) and an integer that tells if a string
has been processed or not (isProcessed).

The second table, "CrawlerData”, is used for storing the information about the
crawled pages. When an agent has crawled a page, the information (size in bytes,
time it took to process) will be stored in this table. The table consists of a two-part
primary key (alD and crawlerID), an integer (ant_dokumenter) for the number of
links that has been processed, a big integer (ant_bytes) for the number of bytes that
have been processed and a big integer (tid) to store how many milliseconds it took
to crawl the pages that the agent has crawled.

4.3 Implementation

4.3.1 Agent projects

We have created two projects for the code part of our project. These two projects
are:

distr-agent-api which contains the API for creating distributed agents. It con-
tains a class DistributableAgent which can be extended in order to create a
distributed agent. The API is described in more detail below.

distributed-agent which is a test project used to perform tests and simulations for
this study. The project shows examples of how the distr-agent-api can be
used in order to distribute agents.

15
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distr-agent-api in detail

The distr-agent-api project contains classes and interfaces which can be used in
order to ease the process of distributing software agents.

The most important resources in this project is the DistributableAgent
class and the data/configTest .xml file whichis located inthe src/test/ java
folder.

The DistributableAgent class can be extended by your agents. What this class
does is that it looks for a file called agentdistr.xml on your application’s
classpath!. The agentdistr.xml file is the distribution configuration file and
can also be specified through the DistributableAgent (InputStream)
constructor. The format of the distribution is the following:

<Distribution>
<ClassName>com.example.AClass</ClassName>
<OverrideMoveable>false</OverrideMoveable>
<ConstructParam>1000</ConstructParam>
<ConstructParam>...</ConstructParam>
</Distribution>

The <ClassName> element specifies what agent behaviour class that should
control the distribution. This class has to extend jade .core.behaviours.Behaviour
either directly, or through another behaviour class. Please note that classes being
specified here need to have the following constructor available:
ClassName (jade.core.Agent,
no.integrasco.agents.distrapi.conf.DistributionConfiguration)

The <OverrideMoveable> element can be used to specify if the distribu-
tion behaviour set with <ClassName> can override the moveable attribute of the
DistributableAgent.

The moveable attribute is a member value of the DistributableAgent
class which can be set in order to indicate if the agent is in a state where it should
not be moved, or if it is ready to be moved. Usually this attribute would be set
to false when entering a behaviour’s action method and to t rue when exiting,
having finished the behaviour’s task.

The <ConstructParams> elements will be available through the
DistributionConfiguration which is passed on to the constructor of the
class specified in <ClassName>. You may enter several <ConstructParams>
elements.

!See http://java.sun.com/j2se/1.3/docs/tooldocs/win32/classpath.html

16
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The moveable attribute The moveable attribute of the DistributableAgent
class was implemented in order to have a way to tell the distribution pattern cur-
rently applied that the agent is in a state where it should not be moved.

This attribute is a boolean value which can be set to indicate if the agent can be
moved or not.

RandomDistribution We have created one implementation of a distribution pat-
tern for this project and that is the random distribution. This distribution pattern is
quite simple; it fetches a list of all available containers and move the agent between
them in a random pattern.

The reason for choosing this pattern for implementation is that it is one of the
most useful pattern for the project employer, as explained in section 3.3.2, at this
time.

distributed-agent in detail

The distributed-agent project contains a very simple crawler agent which has been
used to perform test and calculations in this project (see chapter 6).

The crawler agent also makes use of the RandomDistribution behaviour from
the distr-agent-api project for demonstrating how the agent can be distributed.

The crawler agent uses the web service (section 4.3.2) to request URLs. It
requests 50 URLs at the time. The pages the URLSs are pointing to are downloaded
and the downloaded data and some meta data is sent to the web service which
stores statistical data for the agent. No actual crawling is done in this demonstration
crawler because the purpose is to see differences between one and several crawlers.
The address of the web service is passed to the agent as an argument when the agent
is being created.

The agent can be started in a JADE container with the class
no.integrasco.agents.distributed.CrawlerAgent. When started, the agent will ini-
tialize and then idle.

In order for the agent to start working you need to send it a message telling it
to do so. This solution has been selected to be able to start several crawlers at the
same time.

The commands available for the demonstration agent are:

start-crawl which will cause the agent to start crawling and will stop when the
web service has no more URLSs for processing.
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enable-dist which will enable distribution. This command will set the "moveable”
attribute of the agent to true.

disable-dist which will disable distribution.

These commands should be sent as ACL request messages” and the command
should be set in the content field of the message.

4.3.2 Web service

We have implemented a Web service that simulates both an URL server and a
storage server. In our project we just use the web service to store information for
statistical purposes, therefore there is no need for two fully working servers. Two
servers won’t actually be needed before the crawlers actually start crawling pages
and need to store huge amount of data.

Please see Appendix B for more information about the Web service and how it
works.

4.4 Validation and testing

For testing we set up an environment on one single computer. This environment
consisted of the web service and a few containers. We ran two different kinds of
tests; one distribution test, to make sure the distribution API work as intended and
one test to see the performance differences between a single and several crawler
agents. Our crawling test were done on 1360 links. Because we in our test wanted
to see differences in how much data was processed and how long time this took, our
crawler does not perform any kind of link extraction from the pages it downloads.
It simply downloads the data and transfer it to the web service together with some
meta data. We did our testing with 1, 2, 3, 4 and 10 agents. These agents requests
the URL server for a list of 50 URLs at the time. When a batch of 50 URLs has
been processed, the agent requests additional 50 URLs. If there are none left, the
agent waits and asks again later. When a document has been downloaded it is sent
to the storage server which in this case only stores statistics about the downloaded
document. The outcome of this test is discussed in chapter 5.

For testing the distribution API we set up four agent containers and deployed
an agent on one of them. By monitoring it moving between all the containers in a
random pattern we concluded that our API worked as we expected.

Please refer to the JADE documentation: http://jade.tilab.com/doc/index.html

18
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Discussion

From the tests done during this project we have seen that there can be much to gain
from using a distributed crawler, but there is also an increase in potential problems.
It is not to ignore that a distributed system is more complex than a single-process
system.

On the issue of maintaining connections to resources, we feel that web services
is the best solution in the context of mobile agents. When using web services the
only reference needed is an URL for locating the service. This means that all
agents can work against one single component which handles all communication
with resources such as a database, instead of having each agent maintain it’s own
connection to this data source. It also becomes more convenient in case a resource
is being moved, or changed in other ways, as the web service provides several types
of transparency layers.

‘When it comes to performance our study has shown that running several crawler
agents gives better performance than what is the case with just one single process
doing all the crawling. After having done testing with 1, 2, 3, 4 and 10 agents we
see a pattern which indicates that the number of pages per minute increases with
a rate eventually will be linear or perhaps also higher. This is seen in figure 5.1.
In our test environment all crawler agents were executing on the same computer
- meaning they had to share the available resources. In a distributed environment
where the agent containers are distributed across several different hosts we believe
that the number of pages per minutes will have an even more rapidly climbing
curve.

Another “bottle neck” in our setup is the web service, which also could be
distributed in order to distribute the incoming requests from the crawler agents.
This could also help increase the number of pages processed per minute.

19
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This project has shown us several sides of distributed computing and how com-
plicated dealing with distributed systems can be; once you distribute a system it

We have |G siplifies the distribution of software agents
for | cmployer. This project is possible to extend to support additional

We have also performed test which has confirmed our initial conviction; that
a system with several distributed crawler agents is more efficient than a single-

e |
employer. We have also acquired new | in the area of distributed com-

puting.

6.0.1 I

As stated in the solution IIIINIGIG TN
I project. We have created a good basis which can be used in order
I, < nd this
employer, |GGG
tribution APL

Also more research can be done to find out what would be the optimal way
to distribute agents in terms of resource allocation and I costs. It
may in some cases be more efficient to run a number of agents on the same host
compared to | them. Is there a certain number of agents which gives

21
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There are still many questions to be answered, but we feel I
I this study, and the solution M covers the questions raised
L

|
|
- I B in the API. A NS distribu-
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This project uses Maven 2 for project and || I I Maven 2 a
build tool created by the Apache Software Foundation. Maven 2 may be down-

When the source code has been extracted to the preferred directory, open a
command prompt in that folder and type the command "mvn | NG to

JADE I I 1y public Maven 2 reposi-
tory. NG I 1o this location:
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e public string | NN This method is used to register that a
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I .t (O Store
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